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�����1RWH
7KLV�SUHVHQWDWLRQ�GHDOV�ZLWK�D�JHQHUDO�PRGHO�IRU�YRWLQJ��XVLQJ�
6KDQQRQ¶V�&RPPXQLFDWLRQ�7KHRU\��7KH�)XQGDPHQWDO�3UREOHP�RI�
9RWLQJ�LV�WKDW�WKH�YRWHU�PXVW�QRW�EH�DEOH�WR�VHH�WKDW�KHU�YRWH�ZDV�
WDOOLHG��WR�SUHVHUYH�HOHFWLRQ�LQWHJULW\���DQG�\HW�WKH�YRWHU�PXVW EH�
DEOH�WR�KDYH�FRQILGHQFH�WKDW�WKH�YRWH�ZDV�WDOOLHG�DV�FDVW�

7KH�GLVFXVVLRQ�UHPDLQV�WLPHO\�DQG�YDOLG��7KH�ODWHVW�H[SHULPHQWV�LQ�
H�YRWLQJ��DQG�SUREOHPV�ZLWK�'5(V��KDYH�FRQILUPHG�WKH�SUHGLFWLRQV�
PDGH�LQ�WKLV�SUHVHQWDWLRQ�

3OHDVH�DOVR�VHH�WKH�SUHVHQWDWLRQ�DW
KWWS���ZZZ�YRWH�FDOWHFK�HGX�ZRWH���SGIV�JHUFN�ZLWQHVV�SGI
IRU�LPSOHPHQWDWLRQ�H[DPSOHV�RI�WKLV�GLVFXVVLRQ�
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3URJUDP
:H�QHHG�WR�IRFXV�RQ�UHTXLUHPHQWV�DQG�PRGHOV�ILUVW��QRW�RQ�WHFKQRORJ\�

:H�QHHG�WR�GHYHORS�D�YRWLQJ�PRGHO�WKDW�FDQ�
�� ([SODLQ�FXUUHQW�V\VWHPV��DQDO\VLV�WRRO�
�� 3UHGLFW�WKH�EHKDYLRU�RI�QHZ�V\VWHPV

:LWK�VXFK�D�PRGHO�ZH�VKRXOG�EH�DEOH�WR�
�� ,PSURYH�FXUUHQW�V\VWHPV
�� 'HYHORS�EHWWHU�V\VWHPV

7KH�ILUVW�UHTXLUHPHQW�LV�YRWHU�SULYDF\�
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$FFXUDF\�YV�5HOLDELOLW\

KLJK�DFFXUDF\��KLJK�UHOLDELOLW\

KLJK�DFFXUDF\��ORZ�UHOLDELOLW\

ORZ�DFFXUDF\��KLJK�UHOLDELOLW\

ORZ�DFFXUDF\��ORZ�UHOLDELOLW\

� 5HOLDELOLW\�PD\ EH�FORVH�WR�������EXW�QRW�HTXDO�WR������
� $FFXUDF\�FDQ�EH������LQ�GLJLWDO�V\VWHPV�

$FFXUDF\�DIIHFWV�WKH�VSUHDG�RI�RQH�HYHQW�
5HOLDELOLW\�DIIHFWV�HYHQWV�RYHU�WLPH�DQG�VSDFH�

WLPH

YDOXH
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7KH�)XQGDPHQWDO�3UREOHP�RI�1HWZRUN�9RWLQJ

YRWHU UHPRWH�EDOORW�ER[ WDOOLHG�YRWH

YLUXV
EXJ

IUDXG

7KH�YRWHU�FDQQRW�VHH�KHU�WDOOLHG�YRWH� KHQFH�WKH�YRWHU�FDQQRW NQRZ�ZKHWKHU�KHU�
YRWH�ZLOO�EH�FRXQWHG�DV�VHOHFWHG�

/RZ�5HOLDELOLW\

EXJ
IUDXG

YLUXV
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7KH�)XQGDPHQWDO�3UREOHP�RI�(OHFWURQLF�9RWLQJ

YRWHU HOHFWURQLF�EDOORW�ER[ WDOOLHG�YRWH

SRLQW�WR�SRLQW�FHUWLILFDWLRQ��UHGXQGDQF\YLUXV
EXJ

IUDXG

/RZ�5HOLDELOLW\� [� +LJK�5HOLDELOLW\
/RZ�5HOLDELOLW\

7KH�YRWHU�FDQQRW�VHH�KHU�WDOOLHG�YRWH� KHQFH�WKH�YRWHU�FDQQRW NQRZ�ZKHWKHU�KHU�
YRWH�ZLOO�EH�FRXQWHG�DV�VHOHFWHG�
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7KH�)XQGDPHQWDO�3UREOHP�RI�3DSHU�9RWLQJ

YRWHU EDOORW�ER[ WDOOLHG�YRWH

GLUHFW�SK\VLFDO�REVHUYDWLRQ
YLUXV
EXJ

IUDXG

+LJK�5HOLDELOLW\� [� /RZ�5HOLDELOLW\
/RZ�5HOLDELOLW\

7KH�YRWHU�FDQQRW�VHH�KHU�WDOOLHG�YRWH� KHQFH�WKH�YRWHU�FDQQRW NQRZ�ZKHWKHU�KHU�
YRWH�ZLOO�EH�FRXQWHG�DV�VHOHFWHG�
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7KH�)XQGDPHQWDO�3UREOHP�RI�9RWLQJ
YRWHU EDOORW�ER[ WDOOLHG�YRWH

³YRWH�JDS´
/RZ�5HOLDELOLW\

7KH�YRWHU�FDQQRW�VHH�KHU�WDOOLHG�YRWH� KHQFH�WKH�YRWHU�FDQQRW NQRZ�ZKHWKHU�KHU�
YRWH�ZLOO�EH�FRXQWHG�DV�VHOHFWHG�

9RWLQJ�UHVXOWV�FDQQRW�HYHU�KDYH������UHOLDELOLW\�IRU�PRUH WKDQ�RQH�YRWHU��HYHQ�LI�HYHU\�YRWHU�SXEOLFO\�GLVFORVHV�ZKDW�
KHU�KLV�YRWH�ZDV��HYHQ�LI�ZH�MXVW�XVH�SDSHU�DQG�SHQ�LQ�DOO�SURFHVVHV�DQG�SHUIHFWO\�NHHS�DOO�UHFRUGV��7KH�LPSRVVLELOLW\�
RI�REMHFWLYHO\�UHDFKLQJ������UHOLDELOLW\�LV�GXH�WR�WKH�DEVROXWH�UHTXLUHPHQW�WKDW�QR�RQH�VKRXOG�EH�DEOH�WR�SURYH�KRZ�D�
YRWHU�YRWHG��QRW�HYHQ�WKH�YRWHU�KHUVHOI���$QG�\HW��VRFLHW\�PXVW�EH�FRQILGHQW�WKDW�WKH�UHVXOW�LV�UHOLDEOH��
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7KH�)XQGDPHQWDO�3UREOHP�RI�&RPPXQLFDWLRQ
VHQGHU UHFHLYHU

³FRPPXQLFDWLRQ�JDS´
/RZ�5HOLDELOLW\

6KDQQRQ���������7KH�IXQGDPHQWDO�SUREOHP�RI�FRPPXQLFDWLRQ�LV�WKDW RI�UHSURGXFLQJ�
DW�RQH�SRLQW�D�PHVVDJH�VHOHFWHG�DW�DQRWKHU�SRLQW�

QRLVH

7KH�VLJQLILFDQW�DVSHFW�LV�WKDW�WKH�DFWXDO�PHVVDJH�LV�RQH�VHOHFWHG�IURP�D�VHW�RI�SRVVLEOH�
PHVVDJHV��7KH�V\VWHP�PXVW�EH�GHVLJQHG�WR�RSHUDWH�IRU�HDFK�SRVVLEOH�VHOHFWLRQ��QRW�MXVW�WKH�
RQH�ZKLFK�ZLOO�DFWXDOO\�EH�FKRVHQ�VLQFH�WKLV�LV�XQNQRZQ�

��6DIHYRWH�,QF�������� 10

6ROXWLRQ��(QRXJK�5HGXQGDQF\
VHQGHU UHFHLYHU

+LJK�5HOLDELOLW\
6KDQQRQ����WK 7KHRUHP���������

,QGHSHQGHQW�FKDQQHOV�FDQ�EH�XVHG�WR�VHQG�FRUUHFWLRQ�GDWD�VR WKDW�DOO�EXW�DQ�DUELWUDULO\�VPDOO�
IUDFWLRQ�RI�HUURUV�FDQ�EH�FRUUHFWHG���5HGXQGDQF\�Î KLJK�UHOLDELOLW\�

:H�FDQ�RQO\�DSSURDFK�WKH�OLPLW�RI������UHOLDELOLW\�LQ�YRWLQJ�UHVXOWV��7KH�JRRG�QHZV�LV�WKDW�LW�LV�SRVVLEOH�WR�JHW�DV�FORVH DV�
ZH�GHVLUH�WR�������7KH�EDG�QHZV�LV�WKDW�6KDQQRQ¶V�WKHRU\�GRHV�QRW�WHOO�XV�H[DFWO\�KRZ�WR�GR�LW�± ZH�PXVW�GLVFRYHU�LW�
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3UHFLQFW�9RWLQJ
$QDO\VLV��(OHFWURQLF�9RWLQJ���3DSHU�%DOORWV

YRWHU EDOORW�ER[HV
WDOOLHG�YRWHV

��&KDQQHOV��(OHFWURQLF���3DSHU

,I�ERWK�FKDQQHOV�GLVDJUHH��WKH�V\VWHP�LV�LQGHWHUPLQDWH�
3RVVLEOH�VROXWLRQ��DFFHSW�D�GLIIHUHQFH�LI�LW�PDNHV�QR�GLIIHUHQFH�

7KH�VROXWLRQ�WKXV�FRPHV�E\�SROLF\��RXWVLGH�WKH�V\VWHP�DQG�GHILQHG�D�SULRUL�
$WWDFNHUV�NQRZ�ZKDW�WR�DWWDFN�EHIRUH�WKH�HOHFWLRQ�

"

EDOORW�LPDJH

SDSHU�FRS\
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3UHFLQFW�9RWLQJ
$QDO\VLV��1HWZRUN�9RWLQJ���0LFURILOP�%DOORWV

YRWHU EDOORW�ER[HV
WDOOLHG�YRWHV

��&KDQQHOV��(OHFWURQLF���1HWZRUN���0LFURILOP

,I�RQH�FKDQQHO�GLVDJUHHV��WKH�V\VWHP�PD\ VWLOO�EH�GHWHUPLQDWH�

7KH�VROXWLRQ�FRPHV�IURP�WKH�V\VWHP�LWVHOI�
6WLOO�EDVHG�RQ�D�SULRUL�SROLF\��EXW�DWWDFNHUV�QRZ�KDYH�WR�DWWDFN WZR�SURFHVVHV�

"

EDOORW�LPDJH

FDQRQLFDO�EDOORW

PLFURILOP�FRS\
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3UHFLQFW�9RWLQJ
$QDO\VLV��1HWZRUN�9RWLQJ���5HDO�WLPH�$XGLWLQJ

YRWHU EDOORW�ER[HV
WDOOLHG�YRWHV

��&KDQQHOV��(OHFWURQLF���1HWZRUN���5HDO�WLPH�$XGLWLQJ

,I�RQH�FKDQQHO�GLVDJUHHV��WKH�V\VWHP�PD\ VWLOO�EH�GHWHUPLQDWH�

7KH�VROXWLRQ�FRPHV�IURP�WKH�V\VWHP�LWVHOI�
6WLOO�EDVHG�RQ�D�SULRUL�SROLF\��EXW�DWWDFNHUV�QRZ�KDYH�WR�DWWDFN WZR�SURFHVVHV�

"

EDOORW�LPDJH

FDQRQLFDO�EDOORW

���DXGLW
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Voting System Components

1. Voter Registration 
Voter must be legally identified

2. Voter Authentication
Authenticate voter, ballot style and ballot rotation

3. Voting Station
Privacy and security

4. Ballot Box
Ballot integrity

5. Tallying and Auditing
Anonymity, Secrecy, Verification, Public proofs
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Main Voting System Compon ents

Voter Authentication
Authenticate voter, ballot style and ballot rotation

Voting Station
Privacy and security

Ballot Box
Ballot integrity

Voting System Component Classification

Local or Remote
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%DOORW�%R[

9RWLQJ

$XWKHQWLFDWLRQ

3UHF
LQFW

�2QO
\

$OO�5
HPR

WH
0RUH�&RPSOH[LW\

3UHFLQFW3UHFLQFW
5HPRWH5HPRWH

1 2 3 4 5 6 7 8

……………����

……………

……………

����

0RUH�9HULILFDWLRQ�	�5HGXQGDQF\

Voting System Class ification

����
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³�2Q�WKH�,QWHUQHW���QRERG\�NQRZV�\RX¶UH�D�GRJ�´
³'HQLDO�RI�6HUYLFH�KDV�QR�VROXWLRQ�´
³&RPSXWHUV�DUH�QHYHU�VHFXUH�´

³:H�QHHG�SDSHU�SURRI�´
���

Who Let the Dogs Out?
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3UHFLQFW�(OHFWURQLF�9RWLQJ
� Demonstrated at California Voting Technology Expo 2001.

� Challenges met (from current DRE systems): 

� reduce cost

� increase number of vendors, keep uniformity

� increase voting reliability (the “vote gap” issue)

� reduce obsolescence, promote extensibility

� authenticate voter and ballot style without hardware token (uses DVCs)
http://www.safevote.com/aboutus.htm

� Solution: DELTATM

� Safevote, software-only DRE

� Intel, motherboards & architecture

� Samsung, touch-screen & printers

� Smart, write-once memory card (local ballot box, for ballot images)

� Colfax International, integration (premier Intel Solution Provider)

� Vendors can join and assemble their own systems

Reduces entry barrier for new vendors. Uses trained workforce – PC-based.
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3UHFLQFW�,QWHUQHW�9RWLQJ
� Used in November 2000, Contra Costa County, CA

interim report at http://www.safevote.com/contracosta/

� Challenges met (from list of “impossibles”): 

� Uses stealth, moving target technology to forestall, with reliability as close to 
100% as desired, the following attacks on the precinct Internet node:

Denial-of-Service Large Packet Ping
Buffer Overrun TCP SYN Flood
IP Spoofing TCP Sequence Number
IP Fragmentation Network Penetration

http://www.safevote.com/tech.htm

� authenticate voters and ballot style without hardware token (uses DVCs)

� allow voters to verify on the Internet that their vote was received and is valid

� support fail-safe privacy (even if everything fails and everyone colludes)

� increase voting reliability (the “vote gap” issue)

� reduce obsolescence, promote extensibility

� voter freedom – vote from any precinct in the state

� Solution: DELTA-NETTM

� DELTA, with precinct network linked to the Internet by dial-up router.
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5HPRWH�,QWHUQHW�9RWLQJ
� Not for today in US public elections – need to test, test, test

� To be tested April/May 2001 at Umeå University Student Union, Sweden 

� Financed and supervised by the Swedish Ministry of Justice, Foundation for 
Knowledge, Umeå County, and the University.  Cooperation with the Swedish Post.

� Challenges being met (from list of “impossibles”): 

� Forestall attacks on the remote voter’s machine – if the voter follows the voting 
instructions:

Spoofing (99.7%) Man-in-the-middle (99.7%)

(to be reported in The Bell, at http://www.thebell.net/archives/thebell2.3.pdf) 
Virus (?) Trojan-horse (?)

� Forestall coercion and vote selling.

� authenticate voters and ballot style without hardware token (uses DVCs)

� allow voters to verify on the Internet that their vote was received and is valid

� support fail-safe privacy (even if everything fails and everyone colludes)

� increase voting reliability (the “vote gap” issue)

� Solution: 

� Read 59-page report at http://www.us.umu.se/arkiv/public.pdf
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Candidate Registration
Ballot Creation

Paper Ballot Distribution

Internet Ballot Distribution

Voter Registration

DVC Creation

DVC Distribution
DVC ManagementMail Voting

Internet Voting

Precinct Voting

DVC File Destruction

Tally & Audit

Recount

Election Results

(OHFWLRQ�6\VWHP�� 3KDVHV
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(OHFWLRQ�6\VWHP�� 7LPH
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Safevote: Multi-PartyTM Protocol (example)

VA
Voting Authority

Voter

Resources
Registration, Ballot, etc.
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2SHQ�6WDQGDUGV��,97$
� 6DIHYRWH�LV�D�FR�IRXQGHU�RI�WKH�,97$�± KWWS���ZZZ�LYWD�RUJ
� 7KH�,QWHUQHW�9RWLQJ�7HFKQRORJ\�$OOLDQFH�LQFOXGHV�

� &RPSDQLHV
� 8QLYHUVLWLHV��SULYDWH�DQG�SXEOLF�UHVHDUFK�FHQWHUV
� ,QGLYLGXDOV
� *RYHUQPHQW�VHFWRUV

� 7KH�,97$�LV�DQ�,QWHUQHW�VWDQGDUGV�VHWWLQJ�ERG\�VSHFLILF�IRU�YRWLQJ�
DSSOLFDWLRQV��LQFOXGLQJ�SXEOLF�HOHFWLRQV��WKDW�
� 2IIHUV�RSHQ�SDUWLFLSDWLRQ
� 3URYLGHV�IRU�XQLILFDWLRQ�RI�VWDQGDUGV�ZLWKRXW�LQWHJUDWLRQ
� 8VHV�SHHU�SXEOLF�UHYLHZ�SURFHGXUHV�ZLWK�SXEOLF�:RUNJURXSV
� 3URYLGHV�SURWRFRO�FHUWLILFDWLRQ�DFFRUGLQJ�WR�,97$�VWDQGDUGV
� ,V�D�QRQ�SURILW�FRUSRUDWLRQ��LQFOXGLQJ�DOO�SDUWLFLSDQWV�
� 1RW�D�YHQGRU�DVVRFLDWLRQ�
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KWWS���ZZZ�WKHEHOO�QHW�SDSHUV�YRWH�UHT�SGI
1. Fail -safe voter privacy – the inabili ty to link a voter to a vote
2. Collusion-free vote secrecy – the inabili ty to know the vote
3. Verifiable election integrity – the inabili ty to change the ou tcome except by properly voting

4. Fail -safe privacy in verifiabili ty
5. Physical recoun ting and auditing
6. 100% accuracy
7. Represent blank votes
8. Prevent overvotes
9. Provide for nu ll ballots
10. Allow und ervotes
11. Authenticated ballot styles
12. Manifold o f links – avoid single points of failure even if improbable

13. Off -line secure control structure
14. Techno logy independent
15. Authenticated user-defined presentation
16. Open review, open code

16 Strict Voting System Requirements16 Strict Voting System Requirements

��6DIHYRWH�,QF�������� 26

2SHQ�'LDORJXH��7+(�%(//
� 6DIHYRWH�SXEOLVKHV�7+(�%(//�± KWWS���ZZZ�WKHEHOO�QHW
� 7+(�%(//�

� $�QRQ�SDUWLVDQ�PRQWKO\�QHZVOHWWHU
� ,QGHSHQGHQW�(GLWRULDO�%RDUG
� 3XEOLVKHG�LQ�3')�DQG�LQ�SULQW�± VHDUFKDEOH�+70/�QH[W
� )UHH�VXEVFULSWLRQ�IRU�3')
� ���SDJHV�ZLWK�TXDOLW\�LQIRUPDWLRQ
� 2SHQ�SHHU�UHYLHZHG�DUWLFOHV�± DQ\RQH�PD\�SXEOLVK��RQO\�UHTXLUHPHQW�LV�

TXDOLW\
� 0HGLD�:DWFK�VHFWLRQ�± SURYLGHV�DQ�HDV\�FROOHFWLRQ�RI�UHOHYDQW�QHZV
� 'LVWULEXWHG�ZRUOGZLGH
� 3XEOLF�DQG�3ULYDWH�VHFWRUV�SDUWLFLSDWH
� +HOSV�FUHDWH�WKH�PDUNHW
� +HOSV�ILQG�SDUWQHUV
� +HOSV�GHYHORS�WUXVW
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6DIHYRWH�7HFKQRORJ\
86372�3DWHQW�SHQGLQJ
� 6HFXUH�1HWZRUN�9RWLQJ�6\VWHP
� $XWRPDWLFDOO\�*HQHUDWLQJ�8QLTXH��2QH�:D\��&RPSDFW�DQG�0QHPRQLF�9RWHU�

&UHGHQWLDOV�WKDW�6XSSRUW�3ULYDF\�DQG�6HFXULW\�6HUYLFHV
� $�+LJK�(QWURS\�(QFRGLQJ�6\VWHP�IRU�1HWZRUN�9RWLQJ
� 6HFXUH�1HWZRUN�9RWLQJ�6\VWHP�ZLWK�5HPRWH�9RWLQJ
� 6\VWHP�IRU�'HWHFWLRQ�DQG��3UHYHQWLRQ�RI�'HQLDO�RI�6HUYLFH�$WWDFNV�LQ�

3UHFLQFW�EDVHG�1HWZRUN�9RWLQJ
� «PRUH

��6DIHYRWH�,QF�������� 28

6XPPDU\�RI�5HIHUHQFHV�
9RWLQJ�6\VWHP�5HTXLUHPHQWV�
KWWS���ZZZ�WKHEHOO�QHW�SDSHUV�YRWH�UHT�SGI

6SHFLILFDWLRQV��GHPRV��WHVW�UHVXOWV�
KWWS���ZZZ�VDIHYRWH�FRP

&RQWUD�&RVWD�&RXQW\�6KDGRZ�(OHFWLRQ�������
KWWS���ZZZ�VDIHYRWH�FRP�FRQWUDFRVWD�

8PHn 8QLYHUVLW\�8QLRQ��6ZHGHQ�������
KWWS���ZZZ�XV�XPX�VH�DUNLY�SXEOLF�SGI

3UHYHQWLQJ�1HWZRUN��LQFOXGLQJ�'R6��DQG�'DWD�DWWDFNV�
KWWS���ZZZ�VDIHYRWH�FRP�WHFK�KWP
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&RVW
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&RVW
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:KDW�9RWHUV�:DQW
&RQWUD�&RVWD�&RXQW\��&DOLI���1RYHPEHU������± ����YRWHUV�DW�WKH�SUHFLQFW

7KLV�SDJH�LV�QRW�DERXW�LQFUHDVLQJ�YRWHU�SDUWLFLSDWLRQ�
7KH�LVVXH�KHUH�LV�YRWHU�SUHIHUHQFH�

:RXOG�<RX�8VH�WKH�,QWHUQHW�WR�9RWH�
� ����ZRXOG�YRWH�IURP�KRPH�
� ����ZRXOG�SUHIHU�WR�YRWH�IURP�WKH�ZRUNSODFH�
� ���ZRXOG�SUHIHU�WR�XVH�WKH�,QWHUQHW�WR�YRWH�DW�SUHFLQFWV�
� ���GLG�WU\�WKH�V\VWHP�HYHQ�WKRXJK�WKH\�GHFODUHG�WKH\�ZHUH�FRPSOHWHO\�

RSSRVHG�WR�WKH�LGHD�RI�,QWHUQHW�YRWLQJ

9RWHUV�ZDQW�VR�PXFK�WR�YRWH�DW�KRPH�RU�RIILFH�WKDW�VHYHUDO�,QWHUQHW�DQG�VHFXULW\�
H[SHUWV�KDYH�WR�FRQWLQXRXVO\�WU\�WR�EORFN�WKHLU�HQWKXVLDVP��

7KH�DGYDQFH�RI�,QWHUQHW�YRWLQJ�LQ�WKH�SULYDWH�VHFWRU��OHJDO�LQ�����VWDWHV��FDQQRW�EH�
XVHG�DV�D�MXVWLILFDWLRQ�IRU�XVLQJ�LW�WKH�SXEOLF�VHFWRU�
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